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IDS Passes Recent SOC 2 Audit with No Exceptions
IDS, Inc., recently underwent our first SOC 2 audit for the
period of December 1, 2013 through May 13, 2014, a process of answering and verifying well over 100 questions
about our company’s policies, procedures, and services.
Auditors visited IDS’s office to verify and test the security
of our systems and availability of our services in association with these questions. After nearly 20 hours of on-site
auditing, IDS passed the audit with no exceptions.
“The integrity of our services is based on the ability to
secure our clients’ non-public personal information and
maintain the availability of our product 24/7, especially
during critical work hours,” said IDS In-house Counsel Clint
Salisbury. “As a result, IDS is committed to conducting this
audit yearly in addition to our annual SSAE 16 audit that
was recently completed.”
According to the SOC 2 audit, IDS’s system availability and
related security policies include, but are not limited to, the
following matters:
a. Identifying and documenting the system availability
and related security requirements of authorized users.
b. Classifying data based on its criticality and sensitivity and that classification is used to define protection
requirements, access rights and access restrictions,
and retention and destruction requirements.

c. Assessing risks on a periodic basis.
d. Preventing unauthorized access.
e. Adding new users, modifying the access levels of existing users, and removing users who no longer need
access.
f. Assigning responsibility and accountability for system
availability and related security.
g. Assigning responsibility and accountability for system
changes and maintenance.
h. Testing, evaluating, and authorizing system components before implementation.
i. Addressing how complaints and requests relating to
system availability and related security issues are resolved.
j. Identifying and mitigating system availability and related security breaches and other incidents.
k. Providing for training and other resources to support
its system availability and related security policies.
Providing for the handling of exceptions and situations not specifically
To receive a copy of the comprehensive SOC 2 Report, contact IDS In-house Counsel Clint Salisbury at csalisbury@
idsdoc.com.

Additionally, closings could be conducted at the borrower’s
convenience. Many borrowers have taken to shopping for
their mortgages online, and may even complete the initial
application process online. Moving the closing process to
an electronic environment would offer borrowers the option of completing their mortgage online as well. Moreover,
closings are typically conducted during the workweek, making scheduling a challenge, and unforeseen challenges that
can delay closing often arise at the last minute. For someone that’s already taken time off of work or made childcare
arrangements, these delays can prove inconvenient and
frustrating.

EXCERPT
MBA NewsLink recently posed questions
to Mark Mackey, vice president of International Document Services Inc., Salt Lake
City, Utah, a mortgage document preparation vendor for initial disclosures and
closing documents. He can be reached at
mark@idsdoc.com.
The full version of this article can be found on
idsDoc.com » Company » News » Editorials

Even though e-closings are
still a theoretical concept,
lenders need to verify that
their vendor has a plan
and are staying on top of
changes to prepare for the
standards as they come.
– Mark Mackey

Q
A

MBA NEWSLINK: Consumer Financial Protection Bureau Director Richard Cordray recently announced a new focus on the mortgage closing
process, calling the current closing process “fraught with anxiety.” He
also said lenders should be focusing on electronic processes to simplify
closings. This is a good thing, right?
MARK MACKEY: Yes, it’s a very good thing for a number of reasons. First,
it ultimately helps the borrower. The current closing process can be
overwhelming for borrowers, given the huge stack of documents they are
presented. Further, borrowers have an extremely limited amount of time
to read through those documents, much less to really understand what it
is they are signing, and in some cases, the loan officer may not even be
present to answer borrower questions. Using an e-closing process would
eliminate a lot of the anxiety borrowers face because they would have
time to review the documents and ask questions beforehand.

Q
A

NEWSLINK: We’ve been talking about electronic closings
and the need to simplify the closing process for decades.
Why are so many lenders still talking about the need to do
that, instead of doing it?
MARK MACKEY: Part of it is, in my opinion, everyone has
been waiting for somebody to take the lead and to produce
a standard for the process. Everyone understands the mechanics of signing a document electronically and sending it,
but at some level, that was looking at it too simply. Now,
the question becomes, “What is the end lender or the secondary investor going to accept?”
No one’s really established a standard. Further, the industry
is far too large for one lender or investor to set the standard because no one wants to build a process to meet the
standards for just one company, nor would that standard
necessarily carry weight with any regulatory body. Now that
the CFPB has stepped in and said they are going to develop
a pilot program for e-closings, evaluate the process and fine
tune it, there’s finally a body with the authority to create a
standard that’s going to make it happen.
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